P1237. 15 | NFORVATI ON RESOURCES PROTECTI ON

Starting in May of 2006, the Ofice of National Policy Managenent
began reformatting policies that contain change notices. Wth
the rapid growth in word processing and el ectronic distribution
via Sallyport and the internet, many of these WrdPerfect 5.0
docunent s have becone unst abl e.

No word or substance changes have or will be made to any of these
docunents. To avoid confusion these docunents will be re-issued
el ectronically with a new nunber and new dat e.

Thank you for your patience during this conversion process and
pl ease give ne a call if you have any questions or concerns.

Robi n @ adden
Directives Manager
(202) 616-9150



U. S. Departnent of Justice
Federal Bureau of Prisons

OPI : | PDY A S
H' a“ NUVBER: P1237.15
DATE: 12/ 31/2007

SUBJECT: | nformati on Resources

This is an electronic re-issuance for
technical reasons only. There are no
substance or word changes to the docunent.

1. PURPCSE AND SCOPE. To protect the Bureau' s information
resources from unaut hori zed use, m suse, and destruction.

Pursuant to OVB G rcular A-130, Appendix IIl, all federa
agencies are to establish a set of rules of behavior concerning
the use of, security in, and the acceptable |level of risk for
conput er systens.

These requirenents apply to all Bureau paid and non-paid
enpl oyees, including contractors, volunteers, interns, college
students, etc.

2. PROGRAM OBJECTI VES. The expected results of this program
are:

a. Information resources will be used by staff in a
pr of essi onal and aut hori zed manner.

b. Sensitive information will be protected fromdisclosure to
unaut hori zed i ndi vidual s or groups.

c. Enployees will be sanctioned for unauthorized use,
di scl osure, destruction or m suse of information resources.

d. Contract facilities will establish procedures to convey
sanctions for contractor enpl oyees.

e. Security violations and systemvulnerabilities will be
i mredi ately reported to the appropriate authorities.
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3. DI RECTI VES REFERENCED
PS 1237. 10 Per sonal Conputers Network Standards and
Manual (6/18/97)
PS 1237. 11 I nformation Security Prograns (10/24/97)
PS 1351. 04 Rel ease of Information (12/5/96)
PS 3420. 08 St andards of Enpl oyee Conduct (3/7/96)

OMB Circular A-130 (2/6/96)
DQJ Security Bulletin 93-04

4. STANDARDS REFERENCED

Anerican Correctional Association 2nd Editi on Standards for
Adm ni stration of Correctional Agencies: 2-CO 1F-06

5. RESPONSI BI LI TIES OF | NFORVATI ON AND COWUTER USERS. The
followi ng responsibilities are based upon best practices for
protecting the Bureau s Information Resources.

a. Oficial Business. Personal use of Governnent office
equi pnent such as conputers, printers, fax nmachines, tel ephones,
copiers, and calculators is permtted, if it does not involve
nmore than a negligible cost to the Governnent.

[ Use of such itens by an enpl oyee in any enpl oynent
category may occur before or after official working
hours or during non-paid neal breaks, provided the use
does not adversely affect the performance of official
duties by the enployee or the Bureau.

Gover nnment conputer resources are placed at the disposal of al
categories of enployees to help themnore efficiently and
effectively carry out the agency’ s business and to serve the
public better. Certain prohibitions are associated with the use
of these resources including:

(1) Using the conputer for non-work purposes during duty
hour s.

(2) Accessing external computer systens (such as bulletin
boards and the Internet) when the access is not
necessary to performan official duty during normnal
wor k hours.

(3) Using governnent-owned software, information, or
equi pnent including the devel opment of conputer
progranms for unofficial purposes exceeding what is
I icensed or authorized above.
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Accessing Internet sites that inpose a cost to the
Government or provide sexually explicit, racially
degrading, or other material inappropriate for the
wor kpl ace.

Storing on governnment hard drives (or diskettes,
directories, or archives)or copying, displaying,
generating, recording, transmtting or printing files
or data, sending or forwarding E-mail (attachnents,
photos, information, etc.), fromor to Governnent
conmput ers, which could be offensive or inappropriate
for the Bureau work environnent.

o I ncluding but not limted to, itens or
descriptions that are sexually explicit or
degrading to any other person, as it relates to a
person’s gender, sexual orientation, race, creed,
culture, etc. *

Accessing Internet sites during normal duty hours for
ot her than official business. (It is permssible to
access sites, except as noted in subsection (4) above,
before or after duty hours or during non-paid |unch
peri ods.)

Sendi ng or re-sending “Chain Letters” via the Internet
or BOPNet G- oupWse mail or by other nmethods on
Government equi pnent. Chain letters sent through the
U S. Mil are illegal; using governnent resources to do
So is strictly prohibited by this Program Statenent.

Usi ng | ocal area network (LAN) di sk space/storage and
t el ecommuni cati ons bandw dth by sending attachnents
consi sting of elaborate graphics for unofficial
purposes via E-mail transm ssions. This activity
wast es conputing resources, particularly when sent to
mul ti pl e addresses.

Di vul gi ng sensitive Governnent information to any
person who is not authorized to have access to the
i nformati on.

Leavi ng sensitive Governnent information unprotected or
accessi ble to unauthorized persons by |eaving a

wor kst ation | ogged onto a LAN wi t hout invoking a
currently required Bureau approved screen saver with
password protection.
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(11) Renoving sensitive docunments (electronic nedia or
paper) fromthe workplace wi thout proper authority.

(12) Failing to secure “Privacy Act Protected Information,”
“Wimted Oficial Use,” “Extrenely Sensitive
Information,” or classified docunents adequately,
regardl ess of the manner in which the information is
recor ded.

(13) Permtting inmates to use Staff Only workstations.

(14) Permtting or having use of, or access to systens which
is facilitated through the use of a personal |ID and
password i ssued to anot her person.

b. Information Access. Although not all information on
personal conputer hard drives, file servers, and renovabl e nedi a
(diskettes) is considered sensitive (critical to the Bureau' s
dai |y operation) or protected because of the Privacy Act
requi renents, nuch of the information in electronic systens is
vul nerabl e because once the systemis accessed, all information
(regardl ess of sensitivity) is available to the user or a
per petrator.

This level of vulnerability requires that the entire system be
protected from unauthorized access. Therefore, enployees shall:

(1) Only access systens or data for which the supervisor
has determ ned a need and additionally, have been
granted authorization by the system adm ni strator(s).

(2) Not retrieve information (printed or electronic) froma
system for someone who does not have authority to
access the information.

(3) Only provide information, forns, surveys, etc., to
per sons who have shown a legitinmate official need.

(4) Not provide paid or non-paid enpl oyees, contractors,
vol unteers, or other types of enployees with a system
USER | D and PASSWORD wi t hout proper clearance as
defined in the Program Statenent on |Information
Security Prograrns.

c. Systemlintegrity. Al systens, whether automated or
manual , nust provide information to the user quickly,
accurately, and reliably. To ensure that the information
contained in Bureau systens continues to be responsive, enployees
shal | :
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Scan all files and disks for viruses before use and
execute virus protection on conputer workstations
according to procedures defined by |ocal Conputer

Servi ces Managers (CSM or policy. Discontinue the use
of any computer workstati on show ng indications of
being infected with a virus and notify the |ocal CSM

Use only U S. CGovernnent, Bureau, Information Security
Prograns or O fice of Information Systens (O S)

aut hori zed software (i.e., personally owned software,
shareware, public domain software, or simlar prograns
must not be used unless specifically authorized by the
| ocal Information Security O ficer). Users are
responsible to ensure that all software installed on
the hard drives of their workstations conply with

| i censes, agreenents and copyright |aws.

Ensure that only authorized and accurate information is
entered into i nformati on dat abases.

Protect personal passwords from di scl osure and not
share them wi t h anybody or ask anot her person for his
or hers for any reason. Exceptions are limted to
prescribed circunstances noted in the Program Statenent
on Information Security Prograns.

d. System Availability. To protect data and system

avai | abi | i
(1)
(2)
(3)
(4)

6. OTHER

ty enpl oyees shall:

Make backups of critical and sensitive systens and
files regularly.

St ore backups away fromoriginals and from devi ces that
produce magnetic fi el ds.

Protect disks and equi pnent fromspillage of food and
dri nk.

Know whom to contact for energencies and significant
mal functi ons.

SYSTEM USER RESPONSI BI LI TIES. Al though all information

users have responsibility for system security, sone users,
because of the uniqueness of their positions, have additional

responsi bi

lities.

a. Local Area Network (LAN) Admi nistrators. The CSM LAN
Adm ni strator, or other designee at each Bureau | ocation has

coll atera

responsibilities as an Information Security Oficer.
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A large portion of that responsibility is to protect the
operation of the system the information contained on it, and how
it is used.

Personal Use of the LAN is not authorized for any reason while
functioning in supervisor or adm nistrator accounts. LAN
adm nistrators control the configuration of the local file
servers, have access to every file, and can enabl e and di sabl e
all internal and external access controls. Therefore, LAN
Adm ni strators shall

(1) Protect the supervisor or root password at the highest
| evel demanded by the sensitivity level of the LAN
syst em

(2) Excluding workstations, not devel op applications or
prograns on any part of the LAN system for non-work
pur poses.

(3) Ensure that adequate administrator training is
request ed.

(4) Excluding workstations, watch for unschedul ed or
unaut hori zed applications or progranms running on a
recurring basis.

(5) Not permt or facilitate LAN accesses for unofficial
pur poses.

(6) Safeguard users® LAN accounts agai nst unauthori zed
access.

(7) Take action to reduce danage caused by security
incidents (e.g., lock up property, logout a term nal,
or disconnect a PCwith a virus fromthe LAN)

(8) Not abuse the privileges and responsibilities
associated wth the position by doing anything that
woul d:

® be dishonest;
® breach security; or
® violate the trust bestowed upon the position

(9) Report any security violations to the Information
Security Progranms Section, Central Ofice and to the
respective Chief Executive Oficer (CEQ, within 24
hours of discovering the event. The 24 hour period
does not include weekends or holidays, unless the event



(10)

(11)

(12)

(13)

(14)

(15)

P1237. 15
12/ 31/ 2007
Page 7

is so serious that it would require i medi ate
intervention. Then, the Regional Duty Oficer should
be contacted and, in turn, he or she shall contact the
Central Ofice Duty Oficer about the incident.

Ensure that enpl oyees receive adequate and appropriate
i nformation systens security training.

Ensure that all software installed on hard drives or
systens for which they are responsible is |icensed

properly.

Test the system contingency plan and docunent the test
results annually and make appropriate nodifications to
t he docunents as required.

Apply all security devices, software, system
configurations, or other prescribed security neasures
to the systemunder his or her managenent as directed
by the Deputy Assistant Director for Information
Resource Managenent or the Information Security
Progranms Section (ISPS). This should be acconplished
within the tine frame specified by policies (DQJ
Orders, Program Statenents or Operations Menorandumns)
or witten instructions (E-mail or nmenoranduns)
initiated by the I SPS, unless otherw se authorized in
writing.

Not use any software or device that would permt the
ci rcunvention of any security neasures established to
protect data without the CEOs witten approval.

Renpbve any account fromthe systemfor any person who
has retired, resigned, transferred, or who has been
fired.

b. Users of Public Access Systens. Users of public access
systens such as the Internet, ConpuServe, and bulletin boards
shal | take extra precautions to protect against viruses and
system hackers who may try to penetrate a systemfromthe public
access systemor capture information being received or sent.

Users of public access systens shoul d:

(1)

Use these systens for official purposes only except
when permtted. Personal use of the equi pnent and
system capabilities such as e-mail or Internet use is
aut hori zed during non-duty hours. An “offici al
purpose” inplies that the use is for the purpose of
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conducti ng nornmal Governnent business which woul d

i ncl ude such things as communi cating with other

Gover nment agencies or searching the Internet for sites
directly related to one’s work and confining one’s work
to typical tasks associated with the job.

Never transmt “Limted Oficial Use” or any other
sensitive Governnent information across public access
systens (i.e., Internet, tel ephone lines, etc.) unless
the information is encrypted and it has been authorized
by the CEO or desi gnee.

Use virus protection/scanning software on every
information file and diskette received.

Never use a nodem from a workstation connected to a
critical or sensitive network, unless the network
connection is disabled. The nodem nust be physically
di sconnected either from phone lines or the workstation
prior to establishing or re-establishing the network
connecti on.

c. Managers and Supervisors. Supervisors at all levels of the
organi zation play a crucial role in ensuring that sensitive
information is neither accessed nor used inappropriately. The
| ocal manager establishes the requirenments for an enpl oyee to
gain access to systens that contain protected information.
Managers shall :

(1)

(2)

(3)

Notify the LAN Adm nistrator and Information Security
O ficer when an enployee term nates or transfers to
anot her departnent or facility.

Counsel all enpl oyees on their responsibilities
prescribed in this Program Statenment and the non-
di scl osure of sensitive information, including
enpl oyees | eaving the Bureau.

Appropriately restrict access to information by forner
or retired enpl oyees.

/sl
Kat hl een Hawk Sawyer
Director



